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MS21-07-EXCH

MS21-07-1E

M52 1-07-
MR ZKB-ESU

MS21-07-
MR2KBRZ-ESU

MS 21-07-MR7-ESU

MS21-07-MREB

M521-07-MRET

M5 21-07-0FF

M521-07-0365

M521-07-
S02KB-ESU

M521-07-
S02KBR2-ESU

Affected products

Adobea Acrobat
and Reader

Affected products

Firefox S0

Affected products

Firefox ESR 78,12

Affected products

Exchange Server
2013-2019

Internet Exploner
9+1

Server 2008 +IES
- Extended Security

Server 2008 R2 + |E
- Extended Sacurity

Windows 7 + |E
- Extandad Sacuity

Server 2012 +|E

Windows 8.1,
Server 2012 R2 + IE

Excel 2013-2016,
Office 2013-2016,
Office 2019 for
macOs, Office
Online Server, Office
Web Apps 2013,
Waord 2016

Microsoft 365 Apps,
Office 2018

Server 2008
- Extended Security

Server 2008 R2
- Extended Security

CVE

19

CVE

CVE

CVE

37

as

s

43

49

34

35

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Critical

Vendor
severity

Critical

Vendor
severity

Critical

Vendor
severity

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Important

Important

Critical

Critical

Threat risk

Threat risk

Disclosuras
& Exploits

Disclosuras
& Exploits

Disclosuras
& Exploits

Disdosures
& Exploits

Publicly Disclosed:
CVE-2021-34473,
CVE-2021-34523

Known Exploited:
CVE-2021-34448

Known Exploited:
CVE-2021-31979
Publicly Disclosed:
CVE-2021-34482

Known Exploited:
CVE-2021-31879,
CVE-2021-34448
Publicly Disclosed:
CVE-2021-34492

Known Exploited:
CVE-2021-31979,
CVE-2021-34448
Publicly Disclosed:
CVE-2021-34492

Known Exploited:
CVE-2021-31979,
CVE-2021-34448
Publicly Disclosed:
CVE-2021-34492

Known Exploited:
CVE-2021-31979,
CVE-2021-337TM,
CVE-2021-34448
Publicly Disclosed:
CVE-2021-34492

Known Exploited:
CVE-2021-31979
Publicly Disclosed:
CVE-2021-34492

Known Exploited:
CVE-2021-31979
Publicly Disclosed:
CVE-2021-34482




mMS21-07-
S02KBR2-ESU

MS21-07-507-ESU

MS21-07-508

MS21-07-5081

MS21-07-SPT

ME21-07-W10

Server 2008 R2
- Extended Security

Windows 7
- Extended Secuity

Sernver 2012

Windows 8.1 +
Server 2012 R2

Sharepoint Server
2013- 2019

Windows 10,
Server 2016,
Server 2019 + IE11

35

35

39

45

B4

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Remote Code
Execution

Critical

Critical

Critical

Critical

Important

Critical

Known Exploited:
CVE-2021-31979
Publicly Disclosed:
CVE-2021-34.492

Known Exploited:
CVE-2021-31979
Publicly Disclosed:
CVE-2021-34492

Known Exploited:
CVE-2021-31979
Publicly Disclosed:
CVE-2021-34492

Known Exploited:
CWVE-2021-31979,
CWE-2021-33771
Publicly Disclosed:
CVE-2021-34.492

Known Exploited:
CVE-2021-31979,
CVE-2021-337TM,
CVE-2021-34448
Publicly Disclosed:
CVE-2021-33779,
CVE-2021-33781,
CVE-2021-34.492




